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In a world where everything is driven by data and technology, security
is no longer confined to the protection of physical walls. It has
expanded into the dimension of cyberspace, a new, invisible battlefield

with immense implications.

In this issue, our magazine will delve into the evolving landscape of
cyber threats in Thailand. Attacks no longer target financial gain; instead,
they are a form of ideological expression by Hacktivist groups. These
groups use sophisticated engineering tools, such as DDoS and
defacement attacks, to create social disruption and undermine the

credibility of government organizations and critical infrastructure.

However, these challenges are not insurmountable. Engineering plays
a vital role in building a robust defense. We will explore innovations and
solutions in Data Centers, the very heart of government data systems.
This includes the Department of Provincial Administration's project to
upgrade and construct new data centers, which reflects the imperative
to modernize foundational infrastructure and secure it against various

risks.

Furthermore, we will take a deeper look behind the success of Al
Transformation, the next step in the digital era. We will emphasize the
critical importance of Data Governance and Al Governance, which serve
as the "fuel" and "traffic rules" that enable Al to operate efficiently,

securely, and with integrity.

Finally, we will introduce you to the SITEM NEXT SUSTAINABILITY
policy, which proves that social and environmental responsibility is not
merely a matter of typical CSR. It is the integration of engineering
principles with sustainability, from material selection and resource

management to fostering the growth of both personnel and communities.

In every crisis, there lies an opportunity. Understanding these threats
and applying intelligent engineering principles to build resilient and

secure systems will be the key to future success.
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Transformation

in Thailand Public Sector
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From Digital to Al Transformation: The Strategic Role of Data Governance
By Dr. Kamphon Adireksombat, CEO, Athentic Consulting

From the digital era to the era of Al Transformation, this significant shift is driving businesses and governments forward like never before. Many
organizations are focused on using the potential of Al to enhance efficiency and create new innovations, aiming to deliver better experiences for
customers. However, behind the exciting facade of Al lies a crucial, often overlooked, foundation: data.

Al Transformation has become a major topic of interest for both public and private sectors. Many agencies are rushing to harness the power of Al
to boost operational efficiency to unprecedented levels, as many technology gurus predict, creating personalized customer experiences and

groundbreaking innovations. But beneath the exciting surface of algorithms and neural networks, there is an equally important foundation: data.

A simple example to illustrate the importance of data is ChatGPT. GPT stands for Generative Pre-trained Transformer, one of the large language

models trained on a massive amount of text data.

For an effective Al transformation, a strong foundation from the organization's data transformation is essential. To put it in perspective, if we
compare Al to a high-performance race car, the algorithm is the powerful engine with incredible speed and agility. But without the right fuel, the

car will sputter and eventually stall.

For example, a Formula 1 race car uses a special type of gasoline, a mix of 90% gasoline and 10% renewable ethanol, known as E10. This is a
significant step toward greater sustainability. In the world of Al, the fuel is data. The quality, accessibility, and completeness of this data are
absolutely critical.

If data governance is the set of rules that ensures the availability of ready-to-use data (the fuel), then Al governance is the set of rules and
regulations that ensures the car is used safely and securely.

1'd like to compare the journey of Data and Al Transformation to building different types of cars to be driven on the road. We need a car (Al/machine

learning), fuel (data), roads (data infrastructure like data centers and data transmission cables), traffic rules (Al governance), as well as standards

for production and fuel use (data governance), and a driver (human resources with skills and compliance).
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So, what helps all of these things happen? | see three key factors :

—— Al Governance (Al Algorithm)

This helps us choose the right fuel (data) and
car (Al/machine learning) based on our budget
and resources. It ensures that the tools are used
for the right purposes and meet the organization's

goals.

This helps us obtain the right type of fuel that
is ready to use now and won't damage the
engine later. If an incident occurs where the
wrong or substandard fuel is used, someone

must be held accountable.

This establishes the rules, standards, and
etiquette for building and driving cars on the
road safely and securely. It prevents anyone
from building any type of car they want and

driving it however they please, creating

pollution without being held responsible for the

consequences.

The Al boom is creating an enormous demand for high-quality data. Al algorithms learn and improve by identifying patterns and relationships
within large datasets. The more relevant, diverse, and high-quality the data used to train an Al model, the more accurate, reliable, and valuable that

model becomes.

For example, an Al fed with comprehensive customer purchase history, browsing behavior, and demographic data that has undergone a data
quality process can provide highly effective, personalized recommendations, which can boost sales and customer loyalty. Conversely, training the
same tool with incomplete, incorrect, or biased data will lead to flawed recommendations, eroding customer trust and hindering business growth.
The increasing integration of Al into various business functions and government services amplifies the need for a strategic approach to data
management. From predictive analytics to forecast market trends to complex language processing driving sophisticated chatbots, each Al

application relies heavily on specific data types and formats.

A data strategy that makes Al transformation tangible and aligned with organizational goals is like being able to choose the right fuel for the
specific car you want and can actually use. Data governance, as a crucial foundation and a safeguard, ensures reliability and compliance. Data
strategy and data governance are not independent entities; they are two sides of the same coin. A clear data strategy outlines the "what" and "why"
of data use for Al transformation, while a robust governance framework defines the "how" and "who" to ensure responsible and effective

implementation.

To illustrate, consider a use case of a financial institution using Al for fraud detection. The data strategy would identify relevant transaction data,
customer profiles, and historical fraud patterns. Meanwhile, the data governance framework would establish strict processes for accessing and
anonymizing sensitive customer information to ensure compliance with privacy regulations. It would also use bias detection mechanisms to prevent

the Al from unfairly flagging transactions based on protected characteristics.

IEZEAIINY

Treating Data as a Strategic Asset for Successful Al Transformation

In the race to implement Al across both public and private sectors, organizations that treat data as a strategic asset—with a strong data strategy
and robust governance as the foundation—will gain a significant competitive advantage. These entities can power their Al with reliable, high-

quality data, leading to more accurate insights, trustworthy predictions, and ultimately, greater business value or public benefit.

Ignoring this critical foundation is like building a tall skyscraper on sand. The higher you aim, the greater the risk.

<= MAGAZINE 7



Behind Your Success
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The Department of Provincial Administration's Information Technology Center

The Heart of the Civil Registration System

The Department of Provincial Administration (DOPA) plays a crucial role in managing the country's central registration database, including civil
registration, national ID cards, and other registration services. This serves as essential government data infrastructure that must be constantly
available to support connections with public and private agencies and to provide services to citizens nationwide.

Currently, DOPA's data management relies on two main data centers: one in Khlong Sam, Pathum Thani province, and another in Wang Chaiya
(Nang Loeng), Bangkok. Both are designed to function as either the primary Data Center (DC Site) or the Disaster Recovery Site (DR Site), with their

roles switching every six months to ensure system continuity and stability.

Challenges and Risks That Need to Be Addressed

Despite using both data centers, there is an urgent need for improvement, particularly for the Wang Chaiya Data Center, which is an old building

with significant risks due to
¢ Location and building risks : The building is an old structure, and the data center is located in the basement of the parking
garage,making it highly vulnerable to flooding.

¢ Failure to meet international standards : The current data center does not meet international standards, which affects data security.

¢ Environmental impact : The backup generator system produces noise and black smoke, directly impacting residents in the
nearby area. To resolve these issues and strictly comply with the Cybersecurity Act, DOPA has

planned to construct a new, standardized data center.

New Data Center Development Plan: Elevating Government Data Security

DOPA has identified a suitable location for a new data center, which will be a purpose-built building for information and communication
technology. It will prioritize location, environment, and modern technology to meet international standards. This new data center will be designed
to the Uptime Institute TIER Ill: Concurrently Maintainable Site Infrastructure standard. This means the system can be maintained without affecting
overall operations, allowing for repairs while the system remains fully functional. The new, four-story building will be built on a 3,200-square-meter

plot, complete with comprehensive data center support systems and dedicated office and meeting spaces to handle future situations.

A robust data center is the heart of the nationwide civil registration system, ensuring that civil registration data is managed quickly and accurately.
Every time a person uses a service—whether it's getting a national ID card, registering a birth, or reporting a change of address—officials can
instantly access data from the central database, reducing wait times. Furthermore, once the data is accurate and up-to-date in the system, it is
automatically linked to other agencies, eliminating the need to repeatedly prepare the same documents for different government offices, such as

hospitals, financial institutions, or even for registering for government welfare. This all helps to streamline people's daily lives.

SITEM is the company behind the project management. DOPA's goal isn't just about issuing documents but about
making citizens' lives easier, more convenient, and free from complications.
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Maximizing Performance with Variable Opening Angle Underfloor Grilles

Closed-circuit cooling through a raised floor helps a data center's air conditioning system efficiently meet the ever-increasing demands for reduced

operational costs, increased flexibility, and system stability. However, in most cases, the airflow exiting the raised floor is not adequately controlled.

This is where a sensor-controlled underfloor grille with a variable opening angle plays a crucial role in helping to reduce the energy consumption
of a Precision Air Conditioning unit. Typically, raised floor manufacturers also supply the air grilles, which come with various perforation levels.
Some manufacturers also provide manual restrictor panels installed beneath the grille to adjust airflow. The actual airflow rate depends on the
server load at any given time. However, in the age of Server Virtualization and Cloud Technology, the load can fluctuate wildly as entire racks are

turned on or off. For this reason, flexible data center cooling solutions are in high demand for closed-circuit cooling systems.

The main challenge is to supply servers with a sufficient and targeted amount of cool air based on their actual needs. The word 'sufficient' means
the exact amount of air needed for the current server load must be released from the raised floor. 'Targeted' means the cool air must be released
as directly as possible in front of the server rack's air intake vents. This last point is especially critical in cases where hot/cold aisles are not
clearly separated. Supplying cool air according to actual demand at the server's air intake helps minimize the mixing of hot and cold air, a concept

that can be called "Virtual Containment."

STULZ, a leader in Precision Air Conditioning, known as STULZ Thailand and STULZ Siam, offers the AirModulator solution, which meets a

wide range of needs. With its standard size of 600 x 600 mm, it can be installed with most raised floors available on the market.

The damper's opening angle can be adjusted as needed via a Building Management System (BMS) or the AirModulator's own controller, based on
temperature or pressure difference values. In the event of a power outage, the damper automatically opens with a return spring. The entire unit is

fully assembled with an aerodynamically designed grille, ensuring high durability against various forces, such as forklifts.

1.Precision Cooling Units / Temperature and Humidity Control
2.Raised Floor

3.Pressure Difference Sensor (Room/Raised Floor)

4.Containment System/Cold Aisle Enclosure

5.Pressure Difference Sensor (Cold Aisle/Room)
6.Pressure- or BMS-Controlled Air Grille
7.Temperature- or BMS-Controlled Air Grille

Special Considerations for Containment Systems
Ideally, the static pressure in the raised floor created by the STULZ Precision Air unit should always be kept constant through the Temperature and
Humidity Control System. In this case, pressure difference sensors distributed under the raised floor send control signals to the server room air

conditioners to adjust fan speed as needed.

If the server's heat load increases, more air is needed for cooling, causing a change in the pressure difference (room/raised floor). This information

is then used to control the cool air supply for all server room air conditioners.

When a Containment System is used in a data center to clearly separate hot and cold aisles with walls or partitions, a large server room is divided
into several smaller zones with vastly different loads. If these sub-zones draw cool air from the same raised floor, the pressure within each zone

can only be kept constant if another set of pressure difference control mechanisms (cold aisle/room) works in tandem with the adjustable air grilles.

12 MAG/

Additional Information

Closed-Circuit Cooling in Data Centers

Most data centers use a closed-circuit cooling principle. Hot air expelled from servers is

cooled again by Precision Air Conditioning, also known as a humidity-controlled air

conditioner.

Typically, server racks in a data center are arranged in a Hot Aisle/Cold Aisle layout, which
involves alternating rows of hot and cold zones. The server rack's air intake vents face
each other in the cold aisle, and the hot air exhaust vents face the hot aisle. Air from the
hot aisle is drawn back into the STULZ air conditioner to be cooled to the temperature
required by the servers. The cool air is then delivered through the raised floor to the cold

aisle and released in front of the servers via the air grilles.

If you are considering a server room air conditioner design or need to install a server room
air conditioner, understanding this principle is crucial. It is also essential to correctly
calculate the server room air conditioner needs for the workload. To increase the
efficiency of Precision Cooling Units, a system called Containment Systems can be used
to prevent cool air from mixing with hot air. This airflow separation allows the Temperature
and Humidity Control System to operate with the optimal temperature difference,

resulting in greater energy savings
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Cyber Threats: New Trends from Hacktivist Groups in Early 2025

In early 2025, the cybersecurity community in Thailand faced a new wave of attacks from several hacking groups that have declared themselves as

"Hacktivists" or political activists who operate through hacking. These groups are not seeking financial gain; instead, they aim to create political

and social ripples by targeting government agencies and critical national infrastructure.

Attacks Not Aiming for Financial Gain

The nature of these attacks shows a shift in objectives. The groups

are not after money but want to cause reputational damage to
Thai government agencies and express ideological conflicts,
particularly during periods of international political tension. The
emergence of these hacktivist groups reflects a new stage in
cyber threats in the ASEAN region, the combination of nationalist
ideas with sophisticated hacking techniques. This makes it
essential for government agencies and organizations in Thailand
to be vigilant and strengthen their information system security

measures.

The Most Important Defense: Cyber Security
To counter these threats, strengthening cybersecurity is crucial.
Agencies should regularly review and update their security

systems to prevent potential attacks at all times.

Cyber Threat Prevention Guidelines for Hackers
Cyber threats are a serious issue that everyone, from individuals

to organizations, should prioritize. The best defense is to build

awareness and consistently follow strict guidelines

The New Hacking Threat: Noteworthy Hacktivist Groups

The hacking groups to watch are BLACK CYB3R, NXBBSEC, H3C4KEDZ,
KOLzSec, Khmer ghost, and ANONSEC-KH. Although each group has a
different name, they share similar goals and attack techniques: using hacking

as atool for political expression, especially during times of international conflict.

One notable incident was a massive DDoS (Distributed Denial-of-Service)
attack on Thai government websites, which the BLACK CYB3R group claimed
responsibility for. They used a tool called FoxC2, which can send up to 30,000
requests per second to the target server. They also spread political messages

through social media channels like Telegram to create public buzz.

Meanwhile, other groups like NXBBSEC and H3C4KEDZ often use deface
attacks to alter government websites, posting nationalist messages to cause
online disruption. Groups such as KOLzSec and Khmer ghosts follow a similar

approach, targeting government websites and the networks of foreign

organizations to communicate their political ideologies.

For Individuals

Create strong and unique passwords: Use complex passwords that mix uppercase and lowercase letters, numbers, and symbols. Do not
reuse the same password across multiple accounts.

Enable multi-factor authentication (MFA): Using MFA adds an extra layer of security, requiring you to verify your identity through a second
channel, such as a code sent to your mobile phone or an authentication app.

Be cautious when clicking links and attachments: Before clicking links or downloading attachments, check the credibility of the email or
message, especially from unknown sources. This could be a phishing email attempting to trick you into giving away your information.
Update software regularly: Make sure your operating systems and applications are always updated to patch security vulnerabilities that
hackers might exploit.

Install antivirus software and a firewall: Use reliable antivirus software and enable your firewall to help detect and block malware or
unauthorized access.

Back up your data regularly: Back up important data to an external device or a cloud system to prevent data loss from incidents like

ransomware attacks.

For Organizations

Establish clear security policies: Set clear rules and practices regarding cybersecurity for all employees.

Provide regular employee training: Conduct training to raise awareness of threats like phishing and teach employees how to respond
correctly.

Use modern security tools: Invest in advanced security technologies and tools like Intrusion Detection/Prevention Systems (IDS/IPS) and
Security Information and Event Management (SIEM).

Regularly test system security: Perform penetration testing and vulnerability assessments to find and fix system weaknesses before hackers
can discover them.

Create an incident response plan: Develop a clear cyberattack incident response plan to ensure you can respond quickly and minimize
damage.

Limit data access rights: Grant employees data access rights only as needed for their job roles (the Principle of Least Privilege) to reduce the

risk of unauthorized data access.

Cyber threat prevention is not a one-time task but a continuous process that requires regular review and improvement to keep systems secure and

ready to face ever-changing threats. Sinority Co., Ltd. is a cybersecurity consulting firm that provides cybersecurity solutions and advice to

businesses of all sizes, ensuring that your data and systems are safe from increasingly complex cyberattacks.
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Highlights from WUNCA 45
SITEM Group, a leading IT solutions provider in Thailand, proudly participated
in the 45th Workshop on UniNet Network and Computer Applications (WUNCA).

This major annual event for the educational information network community

SWU EBUVERSE

Empowering Education through Artificial Intelligence

daus:mensisgus dlanukv Al

was held from September 3-5, 2025, at Srinakharinwirot University, Prasarnmit
Campus.

By joining this event, SITEM demonstrated its commitment to driving innovation
and supporting the advancement of education. The company's participation

not only reinforced its position as a technology leader but also highlighted its

dedication to contributing to Thailand's sustainable development.
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SITEM, we believe that true success goes beyond business growth. It's about building a better, more sustainable world for
everyone. Our commitment to corporate social responsibility (CSR) is an integral part of our identity, reflected in the following 12
policies that guide our actions and drive positive change. We are dedicated to creating a lasting impact, ensuring a brighter future

for our environment, our communities, and our planet.
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annisli 50% melud 2570 nGadunou§ annouindoudn

Striving for a Paperless World IioUs Toudrigatu

50% Reduction in Use by 2027 Sharing Knowledge, Reducing
Inequality

for Sustainable Benefits.

galunaulUsila
1 Z Uaoanasn AntussnonIunnHuie
Committed to Transparency

Free from Corruption, Operating Business According to the Law.

06
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|F:'15wluﬁﬂﬁﬂ§uw3rjuu UsnAsnnisidenufon
Creating an Equal Society

Respecting Human Dignity, Free from Discrimination.

YaUs:N1gauInn

wounumsfinu glomaniudugn
Igniting the Future
Providing Scholarships for Endless Opportunities.
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